Third Party Website Consent

Privacy Notice

The Department of Education and Training is collecting your personal information on this form in
order to obtain consent for disclosure of a student’s personal information to facilitate registration
and use of third party web based software identified on the form. The information will be used and
disclosed by authorised school employees for the purposes outlined on the form.

Student personal information collected on this may also be used or disclosed to third parties where
authorised or required by law. This information will be stored securely. If you wish to access or
correct any of the personal student information on this form or discuss how it has been dealt with,
please contact your student’s school in the first instance.

Dear Parent/Guardian,

The use of web based educational resources has risen steadily over the last decade and are
increasingly being used by teachers across Queensland to improve student learning
outcomes.

Our school and teachers make decisions about the best technology to meet the needs of our
students. Sometimes it is beneficial for students to utilise services provided by third party
web based providers.

Bribie Island State School wishes to utilise the third party web based service provider/s
listed below to aid students learning. For your student to use the service the teacher will
need to register them as a user. Registering with these providers requires student personal
information to be disclosed to the provider of the service. In the case of the services
outlined below they are private companies that are hosted onshore in
Australia/and/or/outside of Australia. Details for each service provider are offered below.
Outside of Australia means that data that is entered to register for these sites will be stored
on servers that are not based in Australia and therefore are not bound by Queensland’s
privacy laws. Registration may include disclosing the following information about your
student:

e Student Name
o Age

e Year group,

e (Class Teacher
e Student email

We will always aim to provide the minimum amount of information necessary to be able to
use the services of the 3™ parties. We need your permission for the registration and use of
these sites by your student.



Note: It is not compulsory for you to provide this consent — If you decide not to provide
consent, this will not adversely affect academic achievement, or any relationships with
teachers or the school. Your student will just access the work in a paper-based manner.

I understand that the school will use these online learning programs as part of a broader
academic improvement strategy. Not all programs are relevant to every year level. No
issues have been experienced to date with these programs in terms of information
security. Should an issue be identified the school will cease using the program
immediately.

Before you complete this consent form it is important that you understand the reasons that
these websites collect this information, what will be done with it, who else may have access
to it and where the data is stored. This information can be found in the hyperlinks below
referring to each website’s terms and conditions and/or privacy policy.

Please read these and ensure that you understand the implications of using this service
before giving your consent. If you have any queries around the storage of student
information, please feel free to contact the school on (07) 3400 2333 or email
admin@bribislass.eq.edu.au

A digital copy of this file is available upon request which contains live hyperlinks so that all
of the listed URLs can be accessed more conveniently.

Below are the third party web based service provider/s:

Name of Provider: Aurasma

Type of Service: The purpose of this website is to allow users to create or view
augmented reality experiences that combine the physical and digital environments.

Website URL: http://aurasma.com

Terms of Use: https://static.aurasma.com/beta/content/terms/terms.html

Privacy Policy: https://static.aurasma.com/beta/content/terms/aurasma-privacy-
policy.html

File Storage: This service stores information in the United States of America (USA).

Name of Provider: Class Dojo

Type of Service: The purpose of this website is to help teachers improve student
behaviour and engagement while keeping parents and caregivers in the loop.

Website: http://www.classdojo.com

Terms of Use: https://www.classdojo.com/en-gb/terms

Privacy Policy: https://www.classdojo.com/en-gb/privacy
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File Storage: This service stores information in the United States of America (USA).

Name of Provider: Code.org

Type of Service: The purpose of this website is to learn drag and drop programming
through tutorials and exercises.

Website URL: https://code.org/ and https://code.org/educate/applab

Terms of Use: https://code.org/tos

Privacy Policy: https://code.org/privacy

File Storage: This website stores data in cloud-based servers in the United States of
America (USA).

Name of Provider: Codebug

Type of Service: The purpose of this website is to sell physical coding devices and
allow registered users to share their programs online. Users are able to learn from
others about device programming.

Website: http://www.codebug.org.uk/

Terms of Use: hitp://www.codebug.org.uk/terms/

Privacy Policy: http://www.codebug.org.uk/privacy/

File Storage: This service stores information in the United Kingdom (UK).

Name of Provider: Educational Assessment Australia (EAA)

Type of Service: The purpose of this website is to provide a platform to purchase
EAA products and services as well as find information on the latest news and events
for EAA. This website provides independent assessment of student skills
development.

Website URL: htips://www.eaa.unsw.edu.au/

Terms of Use: https://www.eaa.unsw.edu.au/copyright-disclaimer

Privacy Policy: https://shop.eaa.unsw.edu.au/topicsdetail?

File Storage: This website stores information in Australia but is outside the
department’s IT network. This information would not be covered by the department’s
security policies.



https://code.org/
https://code.org/educate/applab
https://code.org/tos
https://code.org/privacy
http://www.codebug.org.uk/
http://www.codebug.org.uk/terms/
http://www.codebug.org.uk/privacy/
https://www.eaa.unsw.edu.au/
https://www.eaa.unsw.edu.au/copyright-disclaimer
https://shop.eaa.unsw.edu.au/topicsdetail

Name of Provider: Epic!

Type of Service: The purpose of this website is to allow users to create or view
augmented reality experiences that combine the physical and digital environments.

Website URL: https://www.qgetepic.com/educators

Terms of Use: hitps://www.getepic.com/tos

Privacy Policy: https://www.getepic.com/privacy

File Storage: This service stores information in the United States of America (USA).

Name of Provider: Light Bot

Type of Service: The purpose of this website is to allow users to create or view
augmented reality experiences that combine the physical and digital environments.

Website URL: http://lightbot.com/

Terms of Use: App Store Terms of Service

Privacy Policy: http://lightbot.com/privacypolicy.html

LightBot email address removal: http://lightbot.com/alpha.html

Google Analytics opt-out: https://tools.google.com/dIpage/gaoptout

File Storage: Personal information stored in App Store data centres, is stored
outside of Australia, usually in the United States of America (USA).

Name of Provider: Mathletics (3P Learning)

Type of Service: The purpose of this website is to provide maths games and
activities to support the learning of maths concepts and skills. Users can
compete against other registered users through challenges to earn points
and achieve high scores.

Website: www.mathletics.com.au and http://www.3plearning.com/au/ (parent
website)

Associated website products are:
1. http://au.spellodrome.com (Spellodrome)

2. http://www.intoscience.com (Info Science)

3. http://readingeggs.com.au (Reading Eggs)

Terms of Use: www.3plearning.com/terms-conditions

Privacy Policy: www.3plearning.com/privacy-policy

Full 3p Learning statement on data and privacy:
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http://cdn.3plearning.com/wp-content/uploads/2013/07/3P-Learning-Data-and-
Privacy-Statement-Feb15.pdf

File Storage: This service stores information in the United States of America (USA).

Name of Provider: Mathseeds

Type of Service: The purpose of this website is to provide an online interactive
platform to teach students math.

Website URL: http://mathseeds.com.au

Terms of Use: http://readingeggs.com.au/terms/

Privacy Policy: http://readingeggs.com.au/privacy/

File Storage: This service stores information in the United States of America (USA).

Name of Provider: Prodigy

Type of Service: The purpose of this website is to provide maths games and
activities to support the learning of maths concepts and skills.

Website: https://www.prodigygame.com/

Terms of Use: https://www.prodigygame.com/Terms-Conditions/

Privacy Policy: https://www.prodigygame.com/Privacy-Policy/

File Storage: This service stores information in the United States of America (USA).

Name of Provider: Raz-Kids

Type of Service: The purpose of this website is to provide teachers with student
resources (Online E-Books etc) to enhance reading skills through interactive tools.

Website URL: https://www.raz-kids.com/

Terms of Use: http://help.learninga-z.com/customer/en/portal/articles/1649233-
terms-of-service

Privacy Policy: http://help.learninga-z.com/customer/portal/articles/1649236-privacy

File Storage: This service stores information in the United States of America (USA).

Name of Provider: Reading Eggs

Type of Service: The purpose of this website is to promote and provide access to a
product designed to develop a students ability to read English.
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Website: http://www.readingeggs.com.au and http://www.3plearning.com/au/ (parent
website)

Associated website products are:
1. http://au.mathletics.com (Mathletics)

2. http://au.spellodrome.com (Spellodrome)

3. http://www.intoscience.com (Into Science)

Terms of Use: http://readingeggs.com.au/terms

Privacy Policy: http://readingeggs.com.au/privacy

File Storage: This service stores information in the United States of America (USA).

Name of Provider: Scratch

Type of Service: The purpose of this website is to allow users to program their
own interactives stories, games and animations - and share their creations
with others in the online community.

Website: https://scratch.mit.edu/

Terms of Use: https://scratch.mit.edu/terms of use/

Privacy Policy: https://scratch.mit.edu/privacy policy/

File Storage: This service stores information in the United States of America (USA).

Name of Provider: SeeSaw

Type of Service: The purpose of this website is to capture student work in a digital
‘portfolio’.

Website: hitp://web.seesaw.me

Terms of Use: https://app.seesaw.me/about/terms

Privacy Policy: https://app.seesaw.me/about/privacy

File Storage: This service stores information in the United States of America

Name of Provider: Showbie
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Type of Service: The purpose of this website is to create and submit assignments,
notes and photo’s via the iPad applications for marking online.

Website URL: https://www.showbie.com/

Terms of Use: https://www.showbie.com/terms/

Privacy Policy: https://www.showbie.com/privacy/

File Storage: This service stores information in the Canada.

Name of Provider: Smiling Mind

Type of Service: The purpose of this website is to promote mental health and
wellbeing through meditation

Website: https://smilingmind.com.au/

Terms of Use: https://smilingmind.com.au/collection-notice-and-terms-and-
conditions/

Privacy Policy: https://smilingmind.com.au/privacy-policy/

File Storage: This website stores information in Australia but is outside the
department’s IT network.

Name of Provider: Snap!

Type of Service: The purpose of this website is online programming focusing on
Snap!, an extended reimplementation of Scratch.

Website URL: http://byob.berkeley.edu/

Terms of Use: http://snap.berkeley.edu/tos

Privacy Policy: http://snap.berkeley.edu/privacy.html

File Storage: This service stores information in the United States of America (USA).

Name of Provider: Studyladder

Type of Service: The purpose of this website is to provide students with an online
learning platform for all subjects

Website: https://www.studyladder.com.au

Terms of Use: https://www.studyladder.com.au/about/terms

Privacy Policy: https://www.studyladder.com.au/about/privacy

File Storage: This service stores information in the United States of America (USA).
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Name of Provider: SumDog

Type of Service: The purpose of this website is to provide mathematical interactive
games for students to play and learn. Students can play games and compete against
other students.  Teachers create classrooms, student user accounts and assign
various games to classes. Teachers can review students’ progress and scores and
create competitions.

Website URL: http://www.sumdog.com

Terms of Use: http://www.sumdog.com/en/Terms of Use/

Privacy Policy: http://www.sumdog.com/en/Privacy Policy/

File Storage: This service stores information in the United States of America (USA).

Name of Provider: Tinkercad

Type of Service: The purpose of this website is to provide users with practical
hands on experience with Tinkercad to build literacy in design and 3D drawing. This
website integrates with Project Ignite and Circuits online software.

Website: https://www.tinkercad.com/

Terms of Use: http://www.autodesk.com/company/legal-notices-trademarks/terms-
of-service-autodesk360-web-services/terms-of-service-for-project-ignite

Privacy Policy: http://www.autodesk.com/company/legal-notices-
trademarks/privacy-statement

File Storage: This service stores information in the United States of America (USA).

Name of Provider: Tynker

Type of Service: The purpose of this website is to promote and provide access to
the interactive game creating coding product called Tynker. This product allows:

o Staff to register a user account to manage accounts that students can use to
practice code development.

« Students to receive training in coding, saving and playing games for STEM
knowledge development.

e Teachers to manage the learning process using pre-fabricated lessons and
allows for experimentation.

Website URL: http://www.sumdog.com
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Terms of Use: https://www.tynker.com/terms

Privacy Policy: https://www.tynker.com/privacy

File Storage: This service stores information in the United States of America (USA).

Name of Provider: Voki

Type of Service: The purpose of this website is to allow users to create talking
characters. Users can create Vokis via voice file upload, input of text, microphone or
record by phone. Users are also able to customise their characters. The creation of
Vokis are free. By a subscription basis, Voki Classroom, Voki Presenter and Voki
Teach can also be used to manage students.

Website: http://voki.com

Terms of Use: http://www.voki.com/tos

Privacy Policy: http://www.voki.com/privacy

File Storage: This service stores information in the United States of America (USA).
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Student’s name:

Year level:

Please circle your choice (or cross out which does not apply) to your child’s limited
information being provided to each of the third party providers for the provision of an
educational service.

I understand that the school will use these online learning programs as part of a broader
academic improvement strategy. Not all programs are relevant to every year level. No
issues have been experienced to date with these programs in terms of information
security. Should an issue be identified the school will cease using the program
immediately.

I am happy for my student to access these online programs for learning under the
supervision of either school staff while at school, or parents/carers while at home.

Consent given for all programs as described: Do Consent

Or

Consent given for all programs as described except those indicated below:

Aurasma Do Not Consent
Class Dojo Do Not Consent
Code.org Do Not Consent

Codebug Do Not Consent



Educational Assessment Australia

Do Not Consent

Epic!

Do Not Consent

Light Bot

Do Not Consent

Mathletics

Do Not Consent

Mathseeds

Do Not Consent

Prodigy

Do Not Consent

Raz-Kids

Do Not Consent

Reading Eggs

Do Not Consent

Scratch

Do Not Consent

Seesaw

Do Not Consent

Showbie

Do Not Consent

Smiling Mind

Do Not Consent

Snap!

Do Not Consent

Studyladder

Do Not Consent




Sumdog Do Not Consent

Tinkercad Do Not Consent
Tynker Do Not Consent
Voki Do Not Consent

As a parent or guardian of this student, | have read the terms of use and privacy policy of
each of the websites listed. | understand that my student’s personal information will be
provided to these third party software providers for the purpose of my student’s
registration and use of the software programs and that this information may be stored
outside of Australia.

Parent/Guardian’s Name Parent/Guardian’s Signature Date
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